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Recently the braid groups have become a potential source for cryptogra-
phy, especially, for public-key cryptosystems. The braid groups have two im-
portant features that are useful for cryptography. Each word can be quickly
put into a unique canonical form, which provides a fast algorithm not only
for the word problem but also for the group operation. On the other hand
no polynomial-time solution to the conjugacy problem in the braid group
is known, which provides many interesting one-way functions for public-key
cryptosystems. In this talk, we show that there is a polynomial-time solution
to the conjugacy problem for generic braids that are either pseudo-Anosov
braids or random braids.
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